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Honeywell 35 Series IP Cameras Network Security Guide

Scope

This document describes network security features of Honeywell's 35 Series IP cameras and
provides guidelines for improving the security of your video surveillance system.

Application Scenarios

Surveillance systems are commonly set up on a standalone network, consisting of cameras,
NVRs/DVRs, and a headend.

To minimize security risks introduced during deployment, please make sure the camera is
deployed in a trusted network. If the network connection to the Internet, regardless of its
directness or indirectness, there should have a firewall, network-based IDS (Intrusion Detection
System) or IPS (Intrusion Prevention System) in place, and configure firewall to block all ports
that are enabled in the camera except for HTTPS (443 or user-defined) or there are explicit
special access requests that get approval from your ClO or similar position.

In an intranet environment, Honeywell strongly recommends to use a dedicated router / switch
to connect to the cameras and use whitelists of IP / MAC addresses to restrict access to this
router / switch, which will effectively reduce the possibility of attack cameras from the intranet.

In an intranet environment, Honeywell recommends enabling the camera’s IP/MAC filter by
going to Setup > System Setup > Access List to configure Allowed IP Address (The menu path
for some special models may be different, so please refer to the user guides.) to prevent denial-
of-service (DoS) and distributed denial-of-service (DDoS) attacks.

Figure 2-1 Internet Connection with Firewall (Recommended)
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Note: T7his guide only introduces how to secure the data and communication of 35
Series IP cameras. Honeywell strongly recommends that you should follow our
recommended scenes to deploy camera in a secure environment due to reasons
below.



e RTSP/RTP is today the most popular live stream transmission protocol, which is widely used
in almost all IP cameras, however, it has some security risks which can cause the sensitive
data disclosure. RTSP over multicast is the same. RTSP over HTTPS is supported and
recommended on our device.

o SNMPiswidely used in network management for network monitoring, default we are
disable this function because not everyone need it. And if you want to use it, V3 is the
recommended for 35 Series IP cameras, you can modify itto V1 / V2 if it needs to be
compatible with existing SNMP agent, which has some known security risks that can cause
the sensitive data disclosure.

e ONVIFis astandard for how IP products within video surveillance and other physical
security areas can communicate with each other, however, it has some security risks which
can cause the sensitive data disclosure. Default we disable ONVIF, if you want to use it,
ONVIF over HTTPS is recommended on our device. You can modify it to ONVIF over HTTP if
you need camera to compatible with exist VMS/NVR, which has some known security risks
that can cause the sensitive data disclosure.

e SMTPis an Internet standard network protocol for email transmission, with which the TLS is
used by default for 35 Series IP cameras. You can set the device as non-TLS mode to make
the device compatible with the existing SMTP server, however, which has some known
security risks that can cause the sensitive data disclosure.

e |EEE 802.1Xis an IEEE Standard for port-based Network Access Control (PNAC). It provides
an authentication mechanism to devices wishing to attach to a LAN or WLAN. Honeywell 35
Series IP camera also support to connect to IEEES02.1X authentication network. Although
the IEEE802.1X server is out of scope, Honeywell recommends you should deploy
IEEE802.1X Server in secure environment if you enable the IEEE 802.1x client.

NTP /SMTP servers are out of scope, Honeywell strongly recommends that you should deploy
them in the same secure environment.

Note: o /t/s recommended that you should do physical protection regularly for IP
camera.

e Jtis strongly recommended that you should follow local law to legitimately
use the IP camera. When you need to collect some video recordings or
snapshot data, especially some personal data, follow the data minimization
principle and post up proper statement in the collected zone according to
the local law.

Please contact our technical support on how to deploy and configure firewall or configure
Honeywell NVR.
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3 Software Updates

Upgrade

Ensure that your camera firmware is up-to-date and that you are running the latest version of
Unified Tool (refer to User manual).

Downgrade

Downgrade may pose security risk to IP camera as old firmware may not necessary security
updates or security controls.

4 Removable Storage

Always scan SD cards and USB flash drives for viruses before using them with your camera.

5 Password Management

When you log in to your camera for the first time, you will be required to initial the default admin
password. The new password must be at least 8 characters in length, contain a mix of uppercase
and lowercase characters, and include at least one number and at least one special character
(taken from the following set: -_1@%" ~?#$=+*&0).

Honeywell recommends that you change your password every 90 days.

Note: T7he strong password rule can’t be enforced on ONVIF server due to the camera
needs to be complied with the ONVIF standard and pass the ONVIF tool’s test.
It is recommended that you should follow the above Honeywell password rules
on ONVIF client when setting/changing your password.

6 Port Management

Honeywell has implemented strict port management on 35 Series IP cameras, disabling
unused or unsecured network services such as Telnet, SSH, and FTP.

The following ports are enabled by default, you can manually disable them according to your
practical application
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e 80 (HTTP) e 554 (RTSP) e 443 (HTTPS)

e 3702 (ONVIF) ® 4096 (Unified tool e 5353 (Bonjour)
discovery)

7 Account Management

The admin user can assign different levels of access to different user accounts. “Viewer” user
may only be allowed to monitor and change their own password, while “Administrator” user may also
be allowed to access various setup functions.

Itis recommended that you should apply different account to different user and entitle specific
right to a designated account.

8 Lockout Function

By default, user accounts are locked after five consecutive failed login attempts. The default
lockout time is 5 minutes.

Note: For HC35W25R3-H /HC35WP5B / HA35P2L.28 / HA35P5L.37 / HA35P5F12 /
HC35CESR3/ HC35CB5R3 / HC35CELSR3K / HC35WF6R1 / HC35WFCR1 /
HC35WMBARL, the account is still locked if the camera is restarted.

9 Session Timeout Mechanism

System will logout after 30 minutes without operation on web interface, then you need to log in
again. System will close the session after 60s when web be closed abnormally.

10 HTTPS Secure Communication

Honeywell has enabled HTTPS by default on 35 Series IP cameras. For example, if you enter
"hittp://171.2.1.32"inyourweb browser, the address willredirecttohttps.//171.2.1.32.

Installing a Security Certificate

When you log in to your camera for the first time, you will be prompted to download and install
a signed security certificate.
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To download and install a signed security certificate, follow these steps:

1. Enterthe IP address of the camera into your browser’s address bar. You will see the
following warning message:

Figure 10-1 Security Certificate Problem (Google Chrome)

A

Your connection is not private

Attackers might be trying to steal your information from 159.99.251.208 (for example,
passwords, messages, or credit cards). Learn more

MNET:ERR_CERT_AUTHORITY_INVALID

Q T get Chrome's highest level of security, turn on enhanced protection

Advanced
2. Click Advanced.

Hide advanced Back to safety

This server could not prove that it is 159.99.251.208; its security certificate is not trusted
by your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 158.99.251.208 {unsafe)

3. Click Proceed to 159.99.251.208 (unsafe).

If you haven't initialized your camera, in the initial page, Set the default admin username
and password, and then click SAVE.

5. Ifyou have initialized your camera, in the login page, input your username and password,
then LOGIN.
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Figure 10-2 Login Interface

Language

English

User name

admin

Password

ereeq

end that our customers check the Honeywell
tech:

6. Goto Setup > System Setup > Maintenance > IMPORT/ EXPORT FILES page, and then find
CA certificate row, click EXPORT, and save the root certificate ca.crt.

Figure 10-3 Certificate Tab
Honeywell Network Camera HC60WZ8RA4OKI

Live View System Setup

Setup Maintenance

Camera Setup
GENERAL SETTINGS IMPORT/ EXPORT FILES PRIVACY POLICY

Network Setup §
Export Files
Video Analytics CA certificate
EXPORT

Alarm & Event
Export configuration file

$§3 Storage Setup

Password for exporting configuration file
System Setup

PTZ Setup
Import Files

7. Double-click the ca.crt file, then click Open to open the certificate.
Open File - Security Warning X

Do you want to open this file?

Name: C:\Users\H103375\Downloads\cacert.crt
A Publisher: Unknown Publisher
Type: Security Certificate
From: C:\Users\H103375\Downloads\cacert.crt

) While files from the Internet can be useful, this file type can potentially
ﬂ harm your computer. If you do not trust the source, do not open this
software, What's the risk?

8. In the Certificate window, on the General tab, click Install Certificate.
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Figure 10-4 Install Certificate
ah Certificate X

General Details Certification Path

3 Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Video Device RCA1

Issued by: Video Device RCA1

valid from 10/21/2021 to 10/19/2031

Install Certificate...  Issuer Statement

9. The Certificate Import Wizard opens. Click Next to continue.
Figure 10-5 Certificate Import Wizard 1

X
£ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certifiate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User

@ Local Machine

To continue, dick Next.

@ Cancel

10. Select Place all certificates in the following store, select Trusted Root Certificate
Authorities as the certificate store, and then click Next.
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Figure 10-6 Certificate Import Wizard 2

X
€ & Certificate Import Wizard
Certificate Store
Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can specify a location for
the certificate.
(O Automatically select the certificate store based on the type of certificate
(® Place all certificates in the following store
Certificate store:
[Trusted Root Certiication Authorites | [oromse...

11.Click Finish to import the certificate.
Figure 10-7 Certificate Import Wizard 3

X

€ &+ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(LI TTREES T IPIUEY Trusted Root Certification Authorities

Content Certificate

You should now be able to reopen the web browser without receiving a warning about the
website security.

Note: e Your Honeywell Camera/NVR requires a secure connection (HTTPS) to
connect to the network to ensure your privacy. If you change the IP address,
you will need to reboot the device for the warning messages to disappear.

o Do not configure a security exception as it will leave you vulnerable to
phishing sites.

Customized Certificate Info

The self-signed certificate, which is not secure enough, is used as default for 35 Series |P
Cameras. To
8 Honeywell 35 Series IP Cameras Network Security Guide



increase the security of HTTPS communication, it is recommended that you should customize
the certificate information and import the Well-known certificate.

User can fill in certificate information he wants, and the certificate request file is provided to
the certificate issuing authority for signing, then import to camera.

1. Go to Setup > Network Setup > HTTPS > CERTIFICATE REQUEST page.
2. Enterthe required information, then click CREATE button.
Figure 10-8 Create Certificate Request

Honeywell | Network Camera HC35W43R3

Live View Network Setup

Setup T

Camera Setup
HTTPS CERTIFICATE REQUEST UPLOAD FILES

Network Setup
Country
us

State or province

California

Common name

159.99.251.159

3. Click EXPORT to export your customized certificate request file.
Figure 10-9 Upload the Certificate

Network Setup
F1  video Analytics

Alarm & Event.

Use this request file to generate the Well-Known certificate from the Well-Known CA.

5. Clickthe CHOOSE FILE and UPLOAD button in Figure 10-9 to upload the Well-Known
certificate file.

6. Then the Well-known certificate will be used instead of the original self-signed certificate.

The following interface for importing the Well-known certificate and key file directly is also
provided on 35 Series IP Cameras.

1. Navigate to Setup = Network Setup > HTTPS - UPLOAD FILES page.
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2. Select the Well-known certificate and key file that got from the Well-Known CA, then Click
UPLOAD to import them to camera.

Figure 10-10 Upload Files

Network Setup

Then the Well-known certificate will be used instead of the original self-signed certificate.

Note: /fthe certificate requirement file is exported from a device, only the
certificate file needs to be imported; but if the certificate requirement file is
exported from user self-signed or Well-known CA, both the certificate file
and the key file need to be imported.

11 TLS1.2&TLS1.3

All Honeywell 35 Series IP cameras use “TLS 1.2 only” to enhance “data transportation security”.

Note: HC35W25R3-H /HC35WP5B / HA35P2L28 / HA35P5L37 / HA35P5F12 / HC35CE5R5
/HC35CB5R3 / HC35CESR3K / HC35WF6R1 / HC35WFCR1 / HC35WMBARI cameras
support “TLS 1.2 & TLS 1.3” to enhance “data transportation security’.

For TLS 1.2 and TLS 1.3 setting, go to Setup > Network Setup > HTTPS > HTTPS. In the TLS (Transport
Layer Security) section, the options for TLS 1.2 and TLS 1.3 are checked by default. Users can set the
TLS according to their own security requirement.

Figure 11-1 TLS Setting
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12 Backup and Recovery

Keep a backup of your camera’s configuration settings so that, if necessary, you can quickly
recover your device.

13 Decommissioning / Disposal Management

Honeywell recommends that you should do factory default to clear the configuration / private
data and reset it to factory default setting before the camera is decommissioned or resold
(Please refer to the “Restoring the Camera” chapter in the user guide).

If there is a SD card in the camera, please remove and format it as well.

14 RTSP over UDP Multicast

35 Series IP cameras support RTSP over UDP multicast. It doesn't offer inherent security
features. This is because:

UDP is connectionless: There's no verification of who is receiving the data.

Multicast sends to a group: Anyone on the network segment configured for the multicast
group can potentially receive the stream.

Here are some approaches to improve security for RTSP over UDP multicast:

Network Segmentation: Isolate the multicast stream on a dedicated network segment with
access controls. This limits who can be on the network and potentially eavesdrop.

VLANSs: Create a Virtual LAN (VLAN) specifically for the multicast stream. This further
restricts access within the physical network.

IPsec tunnels: Encrypt the entire data stream using IPsec tunnels. This encrypts both RTSP
control messages and the media data itself. Requires configuration on both sender and
receiver.

Secure Real-time Transport Protocol (SRTP): This is a security protocol specifically
designed for RTP (the media transport protocol used with RTSP). SRTP encrypts and
authenticates the media content. Requires compatible players and servers.

Additional Considerations:

Strong passwords: Use strong passwords for accessing the RTSP server and any
management interfaces for the cameras or encoders.

ACLs (Access Control Lists): Implement Access Control Lists (ACLs) on network devices to
restrict access to the multicast group based on |IP addresses or MAC addresses.
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Remember: Security is layered approach. Combining multiple techniques provides the best
protection.

15 Vulnerability Reporting

Honeywell encourage coordinated disclosure of security vulnerabilities. Security researchers,
industry groups, government organizations and vendors can report potential security
vulnerabilities to Honeywell by choosing one of the two vulnerability types in the form below or
by emailing us with below details mentioned.

If the vulnerability affects a product, service or solution, email us at PSIRT@Honeywell.com, with the
following instructions/details.

Please encrypt using Honeywell's public PGP key and include the following:
e Productand version

o Description of the potential vulnerability

e Anyspecial configuration required to reproduce the issue

e Step by step instructions to reproduce the issue

e Proof of concept or exploit code, if available

e Potential Impact

For all other security issues, email us at Security@honeywell.com with the following instructions.
Please encrypt using Honeywell's public PGP key and include the following:

o Website URL or location

e Type of vulnerability (XSS, Injection, etc.)

e Instructions to reproduce the vulnerability

o Proof of concept or exploit code, including how an attacker could exploit the vulnerability
e Potentialimpact

To encrypt your message to our PGP key, please download it from here:

https://www.honeywell.com/en-us/product-security#items_1555827156/
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